W A o
0 BO3MOXXHbLIX BUpax u cnocobax
MolleHHMYecTBa U NnopagKke
obecnevyeHun nu4yHoi chuHaHCOBOW
GeaonacHocTH
(ana yuactiuxkos CBO)



B qeace.queBHyro KU3Hb_giBCe™, Gonblue
S pa3Hoobpa3sH _ Bble

YCTPOUCTB" /M cepBMcoa 1C
MomeHHH,tlgyc‘QB, " MO3BONSAO iy
AEHeXHble epeac Ba rpam.qa 1
ytlaCTHHKOB%§BO W X poACTBEHHUKO

YToObll He CTaTb KepTBOW, H obxoaumo
cobniopats  npasuna 6e3onacHOro MoAb30BaHUA
uucppoabuml yCTpoOUCTBamMu, cogepxawumu

NNYHbIE AaHHbIE, a TaKKe AaHHble O GAaHKOBCKUX -
_KapTax cyerax.

A3NpPOB !B TUNUYHbIE = cryyau
HoweHuu yqaCTHuKOB CBO un



Y‘-IACTHI/IM CBO

AGOHeHT mony4aeT Ha MOBUNLHLIN TenedoH
coobueHune: «XoTUTEe MOMOYL" Y4aCTHMKaM
cneuuansHOW BOEHHOW onepauun? lMepeuncnure
cpencTtea, ornpaBuB SMS Ha KOPOTKUK HOMEpP».

KAK OBE3OINAGUTL CEBA. Cneagyer
NOMHUTB, 4TO NO OOWEMYy npaBAny Ha SMS c
HEe3HaKOMbIX HOMEpOB ‘pearupoBaTb Henb3sl, 3TO
MOryT ObITb MOLWEHHWUKMN.

Ecnn xomTe OKasaTk, MarepuanbHyio
nomMollb yqacﬂ:l kam CBO, 10 .qeucTByuTe Tak:

HaguTe B odmuMnanbLHOM UCTOYHUKE — Ha
canTe, Ha CTpaHM4YKe B COLCETAX UM B Tenerpam-
KaHane, AaHHbie 06 opraHusauum oxa3b|Ba|omeu
nomMollb yyacTHukam CBO;

NpoBepbLTe  MNOANMHHOCTL _.-AaHHbIX O

AeATENLHOCTH | OpraHu3auMu. | Ans  3Toro
O3HAKOMLTECH ~ C OT3biBaMM ~ ©.- ee paGore,
nepe3soHuUTe ﬂomak‘r vV Tenedony  u
_-yTOYHUTE uenu opraHmsaumh, NOPAAOK OKa3aHus

noMowwu y4yactHukam CBO, pekBu3uTbl, AnA
nepeyucrnieHns AeHeXHbIX CpeacTs. Hanpumep, Ha
~-cauTe TipoekTa «Bte ans nobeabi» HapogHoro — —
_®poHTa ykasaH Homep 3030 ansa /aﬁeuemoa Tele2 —
~ U Poctenekom BwusHec, Ha~KOTOPbIA MOXHO
otnpaBnaTs CMC c cymm‘ﬁo’mepmosaﬂua -

/Affr/__/



COOBLIEHUE B COUUATBbHBbIX CETAXO s
MOMOLLU B NOUCKE BOEHHOINIEHHDbIX, »
“  NPONABLUUX BE3 BECTU

-

v YuacTHuky CBO npuxoaut cooGuieHue B
counanbHou cetu. MoweHHUK coobwaet, 4YTO
MOXeT NOMOYb Dnoucxe poncmel-u-mxa wnu gpyra,
KOTOpbIA nonan B AAEH, paHeH. [Ona 23Toro
n araercs netmcn b cpeacrtea Ha
yKa3aHHbIN - B COOf I.I.l.eHMH cyeT, TenecoHHbIN
HOMep Mocne Torg BHbIN MepevYncneHsbl,

- emlT B 6aHKe ans

« 'Ha cooﬁmeﬂuﬂ HEBHAKO
B/HENbL3A, Yalle BCero
pebyeTca nomollb
ppatuThcs B MuHucTepctBo 06f
L POCCUNCKC Pepepauunm, nyﬁnuql-l-_.-.-;_ )

Bnacm WNU  opraHu3auum, '

bHO 3aH W




__'iq coTpmHuKa np
' '. ooﬁl‘._y,eﬁuem ohom, /

no qynmwi aonram, yHaCTHMKy CBO npeAnarator
CPOYHO OhopMUTL TaKoM Xe Kpeaut  camomy
(BCTpeYHbIN 3aeM), a [peHexHble cpe.Q,CTBa
OBHanNUUMTL M NEpeBecTU Ha Tak HasbiBaeMbin
GesonacHbLIN MNM pPacueTHbIN CYET Mnu nepenaTb
TPETbLUM AULAM.

KAK QEES&IACVITI: /j CEBA. Heoﬁxcp.HMO
MOMHUTB, 4YTO fK0GOM nonoﬁ.u Z 3BOHQ -Onejy‘
PYK MOLUEHHMK Criyx6bi 6 JHOETU GaHKOB
7 COpr,EIHMKM\' n aaomgp -
HMKorga Hem-lﬂ"f rpaKa
Heoﬁxomocm B3! ;
OeHbr’m-Ha «69@ A

m nocryn

Mo «.pesep 1A

m%mﬁ 7



B! K \ ' ae‘n?/‘_uo 4
2Mbl “AUCTaHUMOHHOFO ynpasnedns huHaHcamu,

" npa HBIeBPeNOHOCHbIE TIPOLPAMMELf 4ay poctyn K-
HUM,. W - : AMY, WHTOOB)




TENE®OHHbLIN 3BOHOK NOKYHATESA

YuacTHuk CBQguABRseTcsi Bnagenbuem
obbABneHusa, pasMeweHHoro B cetm UHTepHeT o
npoaaxe nMylLlecTBa. EMY__.23BOHUT
«NOoTeHuManbHbIN» nokynartenb, FOTOBb LM
OnnaTuTb TOBap, He TOPrysiCb, HO UCKITUYUTENBbHO.
Ha OaHKOBCKYIO KapTty. [nsa 3TOoro OH npOCUT
coofWwuTL ee Homep, cpok aeucteusa, MNMUH-kon;
naponu, cekpeTHble Koabl U3 coobweHun GaHka o
npoBeOeHHOU onepauuu.

KAK OBE3OINACUTE CEBA. HemeaneHHo
npepesaTb pPa3roBOp, MOCKOMbKY 3TO MOLIEHHUK!
NMokynaTtenb He OyAeT uMHTepecoBarbCA. AaHHLIMW
©aHKOBCKOW KapTbl U KOgaMNn.

___SMS VI 3BOHOK N3 BAHKA
— O BITOKUPOBKE KAPTbI

YuacTHuky CBO nocrynaeT ”"i'enecbOHHbm
3BOHOK UNu nNpuxoauT CMC™ cooﬁmel-me OT UMEHM
OGaHka O TOM, u4TO ero-  OaHKOBCKas KapTta

~ 3abnokupoBaHa. YuyactHuky CBO _coobwalor, 4to
ons Pa3bnoKUPOBKM 6aHKOBCKOM KapTbl
HeoBXo0AMMO NEpPEenTU MO CCbINKe, yKasaHHOW B
COOBleHMn wunu Has3BaTb 3BOHALWEMY ~HOMep
©aHkoBCKoM kaptbl, [MTWH-koa, naponu, cekpeTHbie
KOObl, KOTOpbIe npuxoaunu B SMS cooOleHnu oT
OaHkKa.

KAK OBE3OMNACUTb CEBA. He Toponuthecs
HeMeasnieHHO BbLINOMHATL TpeboBaHuA  nuMua,
npencraBUBLLErocs COTPYOHUKOM OaHkKa.
CeA3aTbCA CO CnyX00M nooaepXKuU KIMEHTOB
CaMOCTOATENIbHO, 4YTOObl Yy3HaTb O COCTOSAHUM
KapTbl.



NMPOUCLLECTBUE C POOCTBEHHW

e

-

Yuag 'HUKYy GBO nocTynaer TenedOHHbI

3BOHOK WA

npeacrtas .
npaeo

AT CMC coofbuweHue ot nuua,
COTPYAHUKOM

‘‘‘‘‘

’ . '--:.‘h‘.w’;w“i‘%"d“-
epenava “upgHer
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OLWMBOYHbLIN NEPEBOA CPEACTB

YyactHuky CBO npmtonu" "SMS-coobweHune o
NOCTYNMEHUN CPeacTB/Ha cyeT, hepeBeaeHHbIX C
nomolLwbLo yenyru «MebunkHbIi nepesoa» nuéo ¢
TepMuHana onnar ycnyr Cpasy nocne 3Toro
nocTynaer 3BOHOK /M .€OOOWAlOT, YTO Ha cuer
yyactHuka CBO omuﬁoug epeBefeHbl AeHbIN U
NMPOCAT BEPHYTb UX oﬁpﬁ%mm xe «MobunbHbIM
nepeBogom» unboe nepeéBecTn Ha «npd'BHfl%bm»
Homep: Ecnu népesecTn, TO Takaa Xe Cymma

_cAu€biBaeTca co CyeTta yyacTHuka CBO.

) KAK OEE3OI'IACMTb CEBA. Cosetyem He
TionnaBaThC-Ha 0B6MaH.—ECAu-APOCAT nepeBecTu
AKOObI . GHJMGOq 0 NepeBeOeHHYl  CyMMY,

oAWMO,. HA UTO 15

ucnon%é‘ A YeK. OTrOBopKa YTO «YEeK -"'--‘-..‘.‘

“> ckopee BCerofCBNAETENLCTBYET O TOM, 4T0'C B2
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KOMMEHCALMUA A NEKAPCTBEHHBIE
PE RAT

Yepes (T . ‘L\speMﬂ nocne
OCYLLEeCTBNEHUA y4acTH 'CBO 3aka3sa no noute
NeKapCTBEHHOTO npenapaTafmcwnaeT 3BOHOK MO
TeneoHy U HeM3BECTHbIN (AKOObI npeacTaBuTenb
MuHucTepcTBa 34paBOOXpPaHEeHU HanoroBbIN

MHCNEeKTop OTPYOHUK
NpPaBOOXPaHUTENbHEIX OOMaeT, uTO
npuoBpeTeHHbIN Kasancs

noaaenkon 7 nokKynartesnto nonoxeHa
KOMneHcaumus B pasmepe ot 150 TbicAY pﬁﬂheﬁi "
BbiWe. YTO0bI NONyYuTh 3TN AEHLIU Heobxoaumo
3annaTtuTb NOAOXOAHLINA Hanor ¢ cyMMbu B casﬂu €
YeM 3/1I0yMbIWNEHHUK YKa3biBaeTMOMePEUETa, Ha
KOTOPbIA HEe _6xonuM0 nepeBecTH

KAK QBE3OFNACUTb CEBA. Hemep,neHHo
npepBartb pasrosep, NOCKOJSIbKY 3TO MOLUEHHUK!
l'lpe.EICTaBHTenI: MMHMCTepCTBa 3ApaBoOXpaHeHus,
HanoroBbIN uHcnektop . .nm6o COTPYAHUK
T paBOOXpPaHUTENbHbLIX OpPraHoB He  6yayT
obpalaTbCca C TaKUMU-APEANOXEHUAMMN.




COOBLLEHVE OT HEM3BECTHOIO

Ha TenedoH yuyactHuka CBO npuxoauT
coobweHne cneaywwero Buaa: «Bam npwuwno
MMS-coobweHue. [na nonyyeHus npownauTte no
ccbinke...». NMpu nepexoae no.ykasaHHomy aapecy
Ha TenedoH cxaqMBEETca Bllgy_c M npoucxo.qwr

epe3 . AKOObI

KaduBaHUU
nxopuT

4 cd@u pa reck

i § cpeactea. Mo@m—mmﬁ
UCnonbk3yloT cneumanbHbIE np aMMblI, KOTOpble
MO3BOMAIOT aBTOMATUECK reHepupoBaTh TLICAYU
Takux coebuweHun. Cpasy nocfe-RepeBoasd AeHer
Ha Cbanbl‘lmabm CYEeT OHM CHI 2

-~ BronHe BO3MOXHO, 4YTO B
TenedoHa Oyner aB_ y
cymma.



1. Ecnu 3BOHAT noaos3putencHbié nuua, TO HemeaneHHo
npepeute pasroeop! Npu ANUTENBEHOM Pa3roBOpe MOLIEHHUKU BHYWAT
Heo6XoAUMMOCTL MCNONHUTE X TpebosaHnual [ina atoro pasrosop byner
BECTUCHL B Temne _«aaBneHus»(4robbl.-Bbl -He ™Morn# TpepeaTb
pasrosop), Bac- Gyayr-sanyrmBars -HEraTMBHLIMI —AOCNEACTBUAMMU
(OeHexHble cpeiCTBa HYXHO HeMeANeHHo.06e30nacuTb OT NOXKULEHURA),
TpeboBaTb HEMeANEHHbLIX AECTBUI Be3 NpenocTaBneHNA BO3MOXHOCTH
00ayMaTh UX pesyrnbTaTii.

2. Hukorga U HUKOMY He co0BUAalTe Naponu U CeKpeTHbIe KOoAbl,
KOTOpble NMPUMXODAT BaM B COODIIEHWM OT Gamca‘ TonbKo MOLWEeHHUKN
CNpawvBaloT 3TM NAPOnu 1 Koabl.

MomMHUTE: XpaHEHME PEKBU3SUTOBR M I'IHH -K0oga B TawHe — 3TO
Bawa oTBeTcTBEeHHOCTH "M 06A3aHHOCTL!  Hukro, HM BGaHK,  HMU
NpPaBoOXpaHMUTENbLHbIE OpraHbl, He Bnpage Tpéboeate Baw MWH-kon v

naponb!

3. OnepaTMBHO-PO3bICKHbLIE OencTeuns, CneAcTBEHHbIE
MeponpuaTusa no TenedoHy He nporoAATcAH!

Cnyxobl 6e3onacHocTu BaHkoB " COTPYOHUKK

NpaBoOXpaHUTENbHbIX OPraHoOB. HMKOROA He. 3BOHAT rpaxaaHaMm c
COOOIEeHUAMU O HeOBX0AUMOCTU B3ATEL KPeauT U NepeBecT! AeHbru Ha
«0e30nacHbIN» UMK «pPe3epBHbIW» CYeT!

Hukorpa He coBepllaiTe HUKAKX NEPeBOAOR U He nepenapanTe
AEHLIY TPeTLUM NULaM.

4. He nepe3BaHuBaNTE no ‘TenedoHam KU HE nepexoguTte Mo
noao3puTenbHbIM CCbhiNKaM; KoTopkie ykasaHel B, CMC coob6weHusnx,
coobWeHnaAX W37 couuaribHbIX CETEM W 3INEKTPOHHOW nouTbl! He
OTKpbIBaTe COOOWEHUMA C€ HE3HAKOMbIX agpecatoB! Tam mMoryT
coepxkaTtbCcA WMMOHCKWE MporpamMmel, NOMOraromMe NMOXUTUTL BalW
OaHKkoBCKue pgaHHble! _

OTKasbIBAaWTECH OT NPeanoMEeHNA MOECTOPOHHUX NUL, KOTOPbIe
npeanaraloT ckayatb Ha Tenedon mnporpammel RustDesk u AnyDesk, a
3areMm npenocTtaBuTe Koabl mocrynal OHU AaloT AocTyn K ynpasaeHuro
TenedoHOM ~ U (*ie-{:npen;rrc:-naeuHom;g;a ynpaeneHnw OaHKOBCKUMMU
cyetamu! MoWEHHUKN MOTYT NEPEBECTH BaluW ONEeHLIW-B .qpyrou GaHk, a
[0oKa3aTb 3T0 OyneT HeBO3MOXHO, T.K. ¢ 6aHkoMm B3aumopaendcTBOBan
Baw TenedoH. 2

5. OkasbiBauTe nomMolllb MNU BeauTe Nouck yvacThHukos CBO
yepe3 MuHucTepcTBO 000pOHLI Poccuiickon Pepepauuu, ny6nuyHbie
opraHbl BMAacTU WKW OpPraHW3auunmu,  KOTOpbie 3TUM O(UUMANLHO
3aHMMaloTCA.

6. Mpu nonyyeHun ¢oTo- 1 BUAEOMarepuanoe ¢ usobpaxennem
yuyactHukoB. CBO wunwu - ux poACTBEHHUKOB HE .  npegnpuHhManTe
nocnelHbIX OelcTBUW, OHW MOTYT CreHepupoOBRaHbI" NporpaMmMHEIM
obGecneyeHuem.

MNocTapaiTteck CBA3aTLCA C HUMU MNU BbIACHUTL CyaLOy uepes
MuHucTepcTBO 060pOHEI Poccuitckoin ®egepauum.



